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DEBT COLLECTION 

Customers’ Best practices to fight against Fraud


1. Objectives 

Bring our P/H and customers’ expertise to help them decrease the number of fraudulent cases, hence reducing their potential loss.


2. Debt collection definition of fraud

Swindling (fraud) - acquisition, by deceit, of property of others or of a property right, avoidance or annulment of material obligation.

Fraud definition divided into:

Confirmed fraud – claim containing official documents confirming/proving fraud. (For example: written companies statement refusing debt based on fraud (if available, but not mandatory, including information about companies applications to police or any other legal steps started by company)).

Suspected fraud - claim compatible to fraud warning signals, but not containing official documents. (No possibility to receive, or such does not exist)


Buyer:
fake identity – fake, not real company “created” by swindlers in order to cheat on creditors (all signs, like name, brand, website, contact information looks real, but such company does not exist); 

de jure company – use of de jure active company/hopeless to make trading actions.

stolen identity – company’s name used fraudulently. Swindlers pretend  themselves as representatives of active, known real company in order to cheat creditors; 


[image: ]
3. How to detect a fraud?

What questions to ask yourself before entering into a commercial relationship? Doesn’t it seem so good that it cannot be true?  It will almost always be a fraud.










*more information in case study examples.


Tips for Customer:

· Order conditions – if the price of offered goods is much lower than market average – be careful!
· Pressure – If you feel pressure from your partner to make a deal in a short time – be careful!
· Language – If your business partner use “broken” English and uses such phrases like “my friend”, “oh, I cannot believe”, “please trust me” – be careful! 
· Payment conditions – if you are asked to pay into different account or different company – be careful!
· Transport conditions – if you are asked to deliver goods to other address or even country – be careful!
· Ask – if you have any suspicious, do not hesitate asking your business partner a lot of questions and details.
· Apply to Coface – if you need expert consultation, do not hesitate to ask Coface – it may help to avoid fraud!

Please click the picture below to see an example:


4. Practical suggestions on how to protect yourselves against frauds

Fraud detection and prevention may look a very difficult process, but using some part of this information/tutorial every company may take some steps so as to reduce possibility of frauds.

Below is some more detailed advice concerning prevention of frauds. It is even possible to use for the implementation/creation of internal company processes of fraud prevention:

SWINDLERS ARE SMART... BE SMARTER!!! [image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]


① Check the order thoroughly

[image: ][image: http://cofacom.coface.dns/alfresco/intraDownload/63iNtkrGVIBNIA50wWXY/logo_quadri.jpg?ticket=TICKET_77af1b21fc8cdaae536e5aaa831211e7fb699f6c]	
	27/12/2016

1

[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! click picture to see what details should be paid attention to when checking the order






② Match information from debtor’s website with that of the public space.
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART!  Contact data could mismatch.




③ Pay attention to 
• whether the company is not associated with the bankrupt/wound up business,
• whether the responsible person is not associated with the bankrupt/wound up business,
• whether the person who contacted you is not a cinema/sports celebrity. 
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! Brad Pitt will not be looking to buy used tyres 



④ Email
	
• Pay special attention to the email address domain.
• A serious company will not use domains as @microsoft.com, @apple.com or free email accounts like yahoo, Gmail & Hotmail addresses
• Copy the domain of the email address to your browser and check the webpage on the internet.
• Check the email headers to find out in which country the email server is located. 
• A company operating in Germany generally does not use email servers of an African state or China.
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! Use free emails “headers” checker on internet





⑤ Company’s website on the internet. 

Check if the contact data matches the data provided in the public space. Quite often frauds use particulars of a real company and change just the telephone numbers. Be sure to pay attention to other aspects of the website:

• Structure and contents of the website: when constructing a scam website, frauds aim at creating the first impression, while the rest of the information contained in pages other than the home page is scanty.
• Website creation date: generally, websites created by frauds are new, have been online for a short period and it is not possible to find information about the owner of the website.
• Origin of photographs: check in the search system, where and how the photographs presented in the website are used. 
	
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! [image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\316px-Hand_1.svg[1].png] Swindlers will never invest into web quality.
        [image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\316px-Hand_1.svg[1].png] Use free “Who.is” domain checker on internet.
        [image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\316px-Hand_1.svg[1].png] We can always check photo origin with our browsers.


⑥ Credit reports. 

If you got interested in cooperation with the potential partner, be sure to apply to companies providing credit reports. There, you will see the legal status, sphere of activities and financial indicators of the company. 
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! Apply to Coface!

⑦ Pre-payment. 

Before preparing the goods for shipment, ask for a partial payment. 
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! Fraudsters will not pay you, and will embark on a marathon of prevarications and promises.  


⑧ Check-up call. 

Call other telephone numbers than those indicated in the email, contract or website. Try to find the telephone number of other employees of the company on the internet and call them. It may turn out that nobody in the company knows the author of the offer. 
[image: C:\Users\mindaugas_puodziukas\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\88VIY1OQ\Light_bulb_(yellow)_icon.svg[1].png]BE SMART! One call cheaper when your possible loss.


At that moment such information might not prove relevant to you and you might not have enough time to deal with it. However, you should remember that you are the only one who can protect your business against possible losses. 

All the provided information are advice and recommendation and if one of the items matches, this does not yet mean that you have encountered a dishonest customer. The more information you have, the more clearly you will see the picture and the more opportunities you will have to protect your business.




5. How should you deal with your case if you have detected a fraud?

If fraud was detected in the order phase (your company did not incur any loss yet): 
· Stop cooperating with swindlers immediately.
· Contact the police
· Inform the real company which identity was being stolen and cooperate with it if needed on the bases of your law system.

If fraud detected after trading is made (your company incurred a loss):
· Inform police office about fraud immediately.
· Try to keep contacts with swindlers if it is possible.
· [bookmark: _GoBack]If the buyer was an insured company, notify Coface immediately.

6. How is Coface going to handle your case?

· A Notification of Overdue Account (NOA) must be registered as usual
· Then, your case will be transferred to the Debt Collect department to check the situation and get all possible information about the case.
· You will be instructed by Coface case handler what information and documents are required from you.
· All further actions, steps and decisions will be made under the conditions of your insurance policy, bearing in mind that frauds are not covered as per your policy terms.
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Fraud in business and its prevention

Case study (operation in foreign markets)

“If it seems so good that it cannot be true, it will almost always be a fraud.“



Case study:

Ordering goods. Seller: Japan, 120 k USD.

The buyer finds an ad online and contacts the seller. 

Communication between the parties in "broken" English. 

The request for payment specifies an account of the company not associated with the seller. 

Problems with customs arise.

Payment directly to the agent is requested; according to the bank data – to another country.

After receiving the payment, the goods are “shipped”. 
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Fraud in business and its prevention

Case study (operation in foreign markets)



As the “consignment” travels, the buyer is contacted on behalf of another company. 

The seller makes an “unreal” offer.

Request for payment is made; the consignment is “shipped”. 

As the 1st consignment was not received, application was made to Coface.  

5 months later, an email was received from a public institution informing about the arrest of suspects. Documents of all aggrieved parties were requested for investigation.   

To verify the authorization, a transfer of EUR 1,000 is requested.
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Fraud in business and its prevention

Case study (operation in foreign markets)

“If it seems so good that it cannot be true, it will almost always be a fraud.“

Case study:

Ordering goods. Seller: Japan, 120 k USD.

The buyer finds an ad online and contacts the seller.

An assessment of the seller was not carried out.

Communication between the parties in "broken" English. 

The request for payment specifies an account of the company not associated with the seller. 

Why is the payment being made to the account of another company?

Problems with customs arise.

Payment directly to the agent is requested; according to the bank data – to another country.

Why to another country?

After receiving the payment, the goods are “shipped”.







/

5

Fraud in business and its prevention

Case study (operation in foreign markets)



As the “consignment” travels, the buyer is contacted on behalf of another company. 

Ask yourselves a question: how come that somebody knows about me and, on top of that, wants to sell something to me?

The seller makes an “unreal” offer.

Such things don’t exist!!! Let us ignore the joy of landing a good deal and employ logic!!!

Request for payment is made; the consignment is “shipped”. 

As the 1st consignment was not received, application was made to Coface.  

5 months later, an email was received from a public authority informing about the arrest of suspects. Documents of all aggrieved parties were requested for investigation.   

To verify the authorization, a transfer of EUR 1,000 is requested.

Have you ever heard that you have to pay for the work carried out by public institutions? 
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Why the invoice date covers email?

If head office is in Germany. So why:

 a) bank details are in Romania?

 b) mobile phone nb from the Turkish provider?
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Shipping invoice





True copy of what?



Why fiscal stamp put on invoice? Or is it necessary?



WEBSITE

2

Serbia/Germany/ 22.11.2016







/

image6.JPG

€ GOLF MARITIME FORWARDING , WAREHOUSING,
[ % DISTRIBUTION AND LOGISTICS COMPANY (GMSLC)

Rof STHDJIETSE016

T T TEIEE

PATHERT. 77T G750 U, 70 THCOR VOUR ST

oreTATION

ooes; £
souste e comr s T somsoes| _—
st i

TR Pormen by T (3350 €0%) o P e e

sea s souaruRe







image7.png

Free database telephone area codes of dities and operators worldwide. More 690,000 codes.
Contains information about the code, country, region, city, operator, and date.
Easily search on any field.

Country

3) Number/code Code
9053 -
ountry 0
SR
. @ 490
egion
@ 490
ity @ 4905
= 49053

Western and s
Cyprus
Typuus
Typuus
Typuus

Typuus






image8.JPG

# GOLEARITIE SEIPPING AND LOGISTICS COMPANY (GHSLC]

L [rir——————————

e 50 s e, oy

Due:_09/05/2016

SHIPING INVOICE

‘Shipping Marks
GOLF MARITIME (Gromi Misnavac, Serbia
SHIPPING AND Teons 32 13502 Tieiooai 03 8203580
LOGISTICS COMPANY v
(GMSLO)
|
Dot Curamer,

Webir i s contc ooy 190 Bose Dol Ad <o papr Pl
Tracy e s rovided e
Delvry: Wb gy

[ escairmion oF aooos

oy 193505

et Ot Cusomer Seric Name Gt g oy 085351

et Bl 13420559 Hambrg Gog







image1.png

coface






image2.jpeg







image3.png







image5.png

CO













image7.png




image1.png
Corporate identity fraud: example |

| 1 B H———
LI =I=1=1=
| BUYER | |
company’s name used fraudulently POLICYHOLDER
-

e | L e e e e — = =

r——-==-=-==-n

As no delivery is made
to the solvent buyer, |
there is no debt which

can be ered by |
the policy.

il 1l

'WAREHOUSE
4





image4.jpeg
/ Coface .
Debt Collection




image5.jpeg
coface




